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I .  Ant i  R ant :  P C I  U l t i m at u mI .  Ant i  R ant :  P C I  U l t i m at u m

• U l t i m a t u m ,  y o u r  c h o i c e  

– C o m p l y
– D i e
– L i e



I I .  B u y  T h e N u m b er sI I .  B u y  T h e N u m b er s

( 1 5 1 )  S u r v e y e d  a t  P C I U l t i m a t u m  M o v i e  P r e m i e r
• 6 3 %  - C o m p l e t e d  S e l f  A sse ssm e n t
• 5 4 %  - S e c u r i t y  P o l i c y  i s C o m p l e t e  a n d  U p d a t e d
• 5 1 %  - S e c u r e d  W L A N  p e r  D S S
• 4 9 %  - S c a n  f o r  R o g u e  A P ’s
• 4 7 %  - E n c r y p t i o n  S a t i sf i e d
• 3 7 %  - C r e d i t  C a r d  D a t a  C l a ssi f i c a t i o n  ( S c o p e )
• 3 1 %  - E n g a g e d  a  Q S A
• 1 5 %  - C e n t r a l i z e d  L o g g i n g



I I .  B u y  T h e N u m b er s  I I .  B u y  T h e N u m b er s  

• V i sa  h a s r e p o r t e d  h a n d i n g  o u t  
– $ 4 . 6 M  i n  f i n e s  i n  2 0 0 6
– $ 3 . 4 M  i n  f i n e s  i n  2 0 0 5

• If  b r e a c h e d  y o u  a l so  f a c e  l e g a l  f e e s,  c i v i l  
l a w su i t s,  a n d  b r e a c h  r e l a t e d  c o st s t h a t  a v e r a g e  
$ 1 9 7  p e r  c u st o m e r  r e c o r d

• A n d  y o u  b e c o m e  a  L e v e l  1  M e r c h a n t  
( m a n d a t o r y  a u d i t  w i t h  Q S A  i n v o l v e m e n t )



I I I .  P C I  U p dat eI I I .  P C I  U p dat e

• US Level 1 Merchants Deadline WAS Sept 30, 
2 007  - 7 7 %  are co m pliant ( so u rce:  V I SA 
J anu ary  2 008 )
– 364 Level 1 Merchants (38 were given Sept 30, 
2 008 ex tensio n)

• US Level 2  Merchant Deadline WAS Dec 31, 
2 007  – 6 2 %  are co m pliant ( so u rce:  V I SA 
J anu ary  2 008 )
– 1011 Level 2  Merchants (302  were given D ec 
30, 2 008 ex tensio n)

• Level 3 Merchants – no  pu b lic deadline –
5 4 %  are co m pliant, 2 5 9 6  Level 3 Merchants



IV. What Should the Process Look Like?IV. What Should the Process Look Like?

1 ) C h e c k  L a y e r  8  &  9
2 ) E d u c a t e  Y o u r se l f
3 ) A r e  y o u  a  G o o d  G e n e r a l  C o n t r a c t o r
4 ) W h e r e  i s t h e  d a t a
5 ) D e f i n e  a n d  r e d u c e  sc o p e
6 ) D o  se l f  a sse ssm e n t
7 ) E n g a g e  Q S A  ( o r  d o n ’t )
8 ) G a p  A n a l y si s ( w h a t ’s b r o k e )
9 ) R e m e d i a t e  ( f i x  i t )



1 . )  C h ec k  L ay er  8  &  91 . )  C h ec k  L ay er  8  &  9

• W h a t  i s t h e  C  l e v e l  a t t i t u d e  /  su p p o r t  o f  P C I 
C o m p l i a n c e  P r o j e c t

• Is t h e r e  a n  e x e c u t i v e  sp o n so r ,  b o a r d  i n t e r e st  ?
• O n e  v e r si o n  o f  t h e  P C I p r o j e c t  k i c k o f f  m e e t i n g

– L e t t e r  i s  s t r a i g h t e n e d  o u t  f r o m  a  c r u m p l e d  b a l l  
a n d  t o s s e d  t o  t h e  I T  g u y ,  “H e r e  J o h n n y ,  t a k e  c a r e  
o f  t h i s  i n  y o u r  s p a r e  t i m e ,  s h o u l d n ’t  c o s t  a n y t h i n g  
e h ,  s p o r t  ? ”

• D e v e l o p  y o u r  o b j e c t i v e s,  st r a t e g y  a n d  t a c t i c s 
e a r l y  



2 . )  E du c at e Y o u r s el f2 . )  E du c at e Y o u r s el f

• C o n g r a t u l a t i o n s,  t h i s W e b i n a r  c o u n t s ( so r t  o f )
• N e x t ,  g o  r e a d  so m e  t h i n g s ( a l l  v 1 .1 )

– S e l f -A sse ssm e n t  Q u e st i o n n a i r e  In st r u c t i o n s a n d  G u i d e l i n e s ( w h i c h  S A Q  a r e  y o u  ? )
– P C I D S S
– N a v i g a t i n g  P C I D S S

(Understanding the Intent of the Requirements)
– P C I  D S S  S e c u r i t y  A u d i t  P r o c e d u r e s  ( D I Y )

h t t p s : //w w w . p c i s e c u r i t y s t a n d a r d s . o r g /



3 . )  G ener al  C o nt r ac t o r  Q u es t i o ns3 . )  G ener al  C o nt r ac t o r  Q u es t i o ns

• D o  y o u  d o  r e m e d i a t i o n ?  – R u n  f o r  t h e  h i l l s !
• T e l l  m e  a b o u t  y o u r  p r o c e s s  …

– I t  b e t t e r  i n c l u d e  s c o p e  r e d u c t i o n
• C a n  I  g e t  a  s a n i t i z e d  R O C  ?
• W h a t  i s  y o u r  r e c o m m e n d a t i o n  o n  s e l f -r e m e d i a t i o n ?
• H o w  d o  y o u  w o r k  w i t h  o t h e r  p a r t n e r s  o r  c l i e n t  I T  s t a f f ?  
• O t h e r  c o n t r a c t o r  t y p e  c o n s i d e r a t i o n s  i n c l u d i n g  a r e  y o u  g o i n g  t o  s e l f  r e m e d i a t e
• Y o u  w i l l  a l m o s t  a s s u r e d l y  r a i s e  y o u r  c o s t  o f  t h e  Q S A  i f  y o u  s t u m b l e  a r o u n d  b l i n d l y  t r y i n g  t o  c o m p l y  ( o r  i f  y o u r  i m p l e m e n t e r  d o e s )



4 . )  W h er e4 . )  W h er e’’s  t h e B eef  ?s  t h e B eef  ?

• W h e r e  i s C C  d a t a ,  w h e r e  d o e s i t  f l o w  
• D o e s  d a t a  g o  f r o m  st r u c t u r e d  t o  u n st r u c t u r e d
• D e t e r m i n e  n e c e ssa r y  a p p l i c a t i o n s,  se r v i c e s t h a t  
c a n  b e  h e l d  a t  o n e  d e g r e e  o f  se p a r a t i o n
– D N S
– A c tiv e D irec tory
– M anagement A p p s

• W h o  t o u c h e s t h e  d a t a  ?



5 . )  D ef i ne and R edu c e S c o p e5 . )  D ef i ne and R edu c e S c o p e

• B a se d  o n  C C  d a t a  f l o w s,  r e d u c e  sc o p e
• V L A N ’s a n d  A C L ’s a r e  y o u r  f r i e n d
• V P N  a t  b o u n d a r y  o f  C C  d a t a  sc o p e
• M i n i m i z e  t h e  n u m b e r  o f  p e o p l e  a n d  p r o c e ss t h a t  
h a v e  a c c e ss t o  t h e  c a r d h o l d e r  d a t a

• T h i s h e l p s y o u  sa v e  m o n e y  f o r  P C I D S S
• It  a l so  r a i se s y o u r  o v e r a l l  se c u r i t y  p o st u r e

D ataP roc ess



6 . )  D o  S el f  As s es s m ent6 . )  D o  S el f  As s es s m ent

• P e r f o r m  y o u r  o w n  S e l f -A sse ssm e n t
– H o w  l o n g  w i l l  t h i s  t a k e
– A s s i g n  a  c h a m p i o n
– Y o u  w i l l  b e  a b l e  t o  g e t  f u n d e d ,  a n d  s u p p o r t e d
– T H IS IS IM PO R T A N T

• T h i s  i s  i n s t r u c t i v e  a n d
g a u g e s  y o u r  a b i l i t i e s ,
i f  y o u  c a n ’t  d o  t h i s ,
y o u  c a n ’t  s e l f  r e m e d i a t e



7 . )  E ngage Q S A ( o r  do n7 . )  E ngage Q S A ( o r  do n’’t )t )

• B y  n o w  y o u  s h o u l d  h a v e  a  g o o d  h a n d l e  o n  y o u r  a b i l i t y  t o  
e x e c u t e  w i t h  o r  w i t h o u t  a  Q S A

• R e m e m b e r  t h e  S A P  ( S e c u r i t y  A u d i t  P r o c e d u r e s )  c o n t a i n  
m o r e  t h a n  2 3 0  d e t a i l e d  t e s t s

• W h i l e  b u d g e t  i s  i m p o r t a n t  c o n s i d e r  t h e  c l a s s i c s
– D I Y  a l w a y s  t a k e s  m o r e  t i m e ,  e d u c a t i o n  c u r v e
– D I Y  t a k e s  y o u  a w a y  f r o m  o t h e r  t a s k s
– D I Y  m e a n s  y o u  m i g h t  m a k e  m i s t a k e s
– D I Y  m e a n s  y o u  m i g h t  l e a r n  m o r e ,  b e  b e t t e r  a t  y o u r  j o b  a n d  
h a v e  a  g r e a t e r  s e n s e  o f  a c c o m p l i s h m e n t



8 . )  G ap  Anal y s i s8 . )  G ap  Anal y s i s

• F i g u r e  o u t  w h a t ’s  w r o n g ,  d o c u m e n t  i t
• U s e  c o r r e c t  P C I  S A Q  1 1 ,  2 1 ,  3 8  o r  2 2 8  Q u e s t i o n s

DAl l  o t h e r  m e r c h a n t s  a n d  a l l  s e r v i c e  
p r o v i d e r s

5
CP O S  t o  I n t e r n e t ,  n o  s t o r a g e4

BS t a n d -a l o n e  d i a l -u p  t e r m i n a l s  n o  
s t o r a g e

3
BI m p r i n t -o n l y  n o  d a t a  s t o r a g e2

ACa r d -n o t -p r e s e n t  m e r c h a n t s ,  a l l  
f u n c t i o n s  o u t s o u r c e d

1
S AQDe s c r i p t i o nT y p e

Source – P C I  D SS I n s t ruct i on s  a n d  G ui d el i n es



9 . )  R em edi at e9 . )  R em edi at e

• F i x  i t ,  i f  y o u  a r e  a  D IY ,  u se  t h e  A u d i t  G u i d e  t o  
h e l p  y o u

• S A N S  a l so  t e a c h e s a  g o o d  2  d a y  c o u r se
A udit 5 2 1  - M eeting the M inimum:  S tandard for P rotec ting C redit C ard and 
O ther P riv ate Information P C I C IS P :  T he V isa D igital  D oz en



V .  Au di t i ng T i p sV .  Au di t i ng T i p s

• T h i s i s N O T  a n  a d v e r sa r i a l  r e l a t i o n sh i p
• A u d i t o r s/ A sse sso r s l i k e  c l e a r  w e l l  o r g a n i z e d :

– P o l i c i e s  a n d  p r o c e d u r e s
– U p  t o  d a t e  d o c u m e n t a t i o n
– R e p o r t s
– C h a i n  o ’ c o m m a n d
– R e a l  a d h e r e n c e  t o  p o l i c y
– A c c o u n t a b i l i t y

• T h e y  d o n ’t  l i k e  – T h e  o p p o si t e



V .  P C I  As s es s m ent  F ai l u r esV .  P C I  As s es s m ent  F ai l u r es

6 6# 1  I n s t a l l  a n d  m a i n t a i n  a  f i r e w a l l  
c o n f i g u r a t i o n  t o  p r o t e c t  d a t a

7 1# 1 0  T r a c k  a n d  m o n i t o r  a l l  a c c e s s  t o  
n e t w o r k  r e s o u r c e s  a n d  c a r d h o l d e r  d a t a

7 1# 8  A s s i g n  a  u n i q u e  I D  t o  e a c h  p e r s o n

7 4# 1 1  R e g u l a r l y  t e s t  s e c u r i t y  s y s t e m s  a n d  
p r o c e s s e s

7 9# 3  P r o t e c t  S t o r e d  D a t a

P e r c e n t a g e
F a i l i n g

P C I  R e q u i r e m e n t

S ourc e:  V eriS ign samp l e of 1 1 2  assessments,  3 0  ul timatel y  p assed and 8 2  did not



V .  C o m m o n D at a B r eac h  F ai l u r esV .  C o m m o n D at a B r eac h  F ai l u r es

• A p p r o x i m a t e l y  5 0 %  o f  d a t a  b r e a c h  f a i l u r e s a r e  
t h e f t  o f  l a p t o p s ( m a j o r i t y )  o r  m e d i a

• w w w .a t t r i t i o n .o r g g o o d  so u r c e  o f  i n f o r m a t i o n
• P C I a s f r a m e w o r k  f o r  o t h e r  d a t a  se c u r i t y  
p r o j e c t s



In t e r v i e w  T i m e  …
M r . M i k e  R o t h m a nP r e si d e n t  a n d  P r i n c i p a l  A n a l y stS e c u r i t y  In c i t eh t t p : / / se c u r i t y i n c i t e .c o m /


